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1. Getting to Know your BF-440/480

1.1 Introduction
BF-440/480 serial device servers are designed to make your industrial serial devices Internet
ready instantly. The compact size of BF-440/480 device servers makes them the ideal choice
for connecting your RS-232 or RS-422/485 serial devices—such as PLCs, meters, and
sensors—to an IP-based Ethernet LAN, making it possible for your software to access serial
devices anywhere over a local LAN or the Internet.

BF-440/480 serial device servers ensure the compatibility of network software that uses a
standard network API (Winsock or BSD Sockets) by providing TCP Server Mode, TCP Client
Mode, and UDP Mode. And using Chiyu’s virtual COM drivers, software that works with COM
ports can be set up to work over a TCP/IP network in no time. This excellent feature
preserves your software investment and lets you enjoy the benefits of networking your serial
devices instantly.

BF-440/480 serial device servers support automatic IP configuration protocols (DHCP,
BOOTP) and manual configuration via Chiyu’s web browser console. Both methods ensure
quick and effective installation. BF-440/480 support special design for PPPoE + DDNS that
could let your device to connect to Internet without static IP address.

1.2 Main features

Package Checklist
BF-440/480 is shipped with the following items:

Standard Accessories

. 1 BF-440/480 8-port serial device server
. Document & Software CD

. Quick Installation Guide

. Product Warranty Booklet

Optional Accessories

. Power adaptor

NOTE: Notify your sales representative if any of the above items is missing or damaged.

Product Features
BF-440/480 enjoys the following features:

. Make your serial devices Internet ready

. Versatile socket operation modes, including TCP Server, TCP Client, and UDP
. Easy-to-use Windows Utility for mass installation

. Supports 10/100 Mbps Ethernet—auto detectable

. 6 port RS-232, one RS-232/485 port and one RS-232/485/422 port(for BF480)
. 2 port RS-232, one RS-232/485 port and one RS-232/485/422 port(for BF440)
. Built-in 15 KV ESD protection for all serial signals

. BF-440/480 has 2 KV isolation protection
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Product Specifications

CPU 16 bit CPU, 100MHz
lHardware Memory 256 KB ROM & 1MB SDRAM
\Watch Dog Support watch Dog, system never halt
Reset Button Multi-function for system restart and factory default reset
Ethernet
1 RJ-45 Port 10/100Base-T,half/full duplex, Auto Cross Over, 1.5 KV Magnetic]
protected
Serial
Port |Interface {P_ort signals protection
ype
COM1[RS-232 %;em"i"nal TxD,RxD,RTC,CTS,DTR DSR,DCD,GND  [15KV ESD
Screw [TxD,RxD,GND(RS-232)
COM2[RS-232/485 Terminal [D+, D-(RS-485) 15KV ESD
Screw  |TxD,RxD,GND(RS-232)
ltortace COM3|RS-232/485/422 Terminal [D+, D-(RS-485) T+, T-, R+, R-(RS-422) 15KV ESD
COM4 [RS-232 SCreW D, RxD, GND 15KV ESD
Terminal
Screw
COM5 [RS-232(BF-480) . [TxD, RxD, GND 15KV ESD
Terminal
Screw
COM®6 [RS-232(BF-480) Tormi TxD, RxD, GND 15KV ESD
erminal
Screw
COM7 [RS-232(BF-480) . |[TxD, RxD, GND 15KV ESD
[Terminal
Screw
COMB8[RS-232(BF-480) Tormi TxD, RxD, GND 15KV ESD
erminal
Baud
rate 1200 bps ~230.4Kbps
Ethernet
Static IP/DHCP Client/PPPoE
Serial
||Configuration |Parity Check None, even, odd, Mark, Space
Data bits 5,6,7,8
Stop bits 1,2
Flow Control RTS/CTS, XON/XOFF
Windows XP, Windows 2000, Windows NT, Windows95/98 ME,
Supported OS .
Linux, UNIX
TCP, IP, UDP, Telnet, ARP, DHCP, ICMP - SMTP - PPPoE ~ HTTP -
||Protocol
DDNS
Support TCP/UDP Server/Client mode
User name & password protected for web management
Built-in Http server for set up and remote management via any|
|Management .
browser easily
Support backup & restore system configuration data
Support Windows 95/98/ME/NT/2000/XP/2003 virtual COM drivers
Power requirement DC 9-30V ,500mA
Operation Temp. 0 ~ 55T
Power Operation Humidity 5 ~ 95%RH
& Storage Temp. -20 ~ 85
Environment [Size 81X103X30 mm
Magnetic protected Ethernet port 1.5 KV
IApproval FCC, CE
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The following are the main features of BF-440/480

TCP/UDP server/client support
The BF-440/480 support three types of connection: TCP server, TCP client and UDP , user can
select one of types to meet application requirement.

DHCP Client

DHCP (Dynamic Host Configuration Protocol) client obtains the TCP/IP configuration at start-up
from a centralized DHCP server, which means it can get IP address, an IP default gateway and
DNS server.

PPP Over Ethernet
PPPoE is a protocol for connecting remote hosts to the Internet over DSL connection by
simulating dial-up connection.

Dynamic DNS
With dynamic DNS support, you can have a static hostname alias for a dynamic IP address,
allowing the host to be more easily accessible from various locations on the Internet.

Auto-negotiating 10/100Mbps Ethernet
The Ethernet interface automatically detects if it is on a 10 or a 100 Mbps Ethernet.

Full Network Management via Web
This feature allows you to access or manage device through IE or Netscape on any platform. The
firmware also can be upgraded via Web browser.

Backup and Restore configuration
This feature allows you to backup system configuration to a file and restores it, for the security
issue, the file which backup from system is an encryption format.

Firmware Upgrade

BF-440/480 support two ways of firmware upgrade: one is through Web browser such as IE or
Netscape, another is through Xmoden protocol.

1.3 Applications for BF-440/480

- axD |
= ADSLICABLE b ADSL/CABLE
MODEM -y " MODEM

BF-480 4/8 PORTS
MULTI-GATE WAY

BF-480 4/8 PORTS
MULTI-GATE WAY

LIt 111

—
y —
= BF-480
- e
—
—

Figure 1 Standalone BF-440/480's application through Internet
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2. Hardware Installation & Initial Setup

2.1 Hardware Installation

BF-440 BF-480

BF-440/480M Testing Board
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2.2 LED status

LED Color(s) Activity Desc.
Off Power OFF
Power Red Red Booting/System Self-Test
Blinking ooting/System Self-Tes
Red On Device Ready
Link Off No Ethernet Link
Green
Ethernet Green On Ethernet Link established
(on the RJ-45
connector) SPD Off 10 Mbps
Green Green 100 Mbps
ACT Off No data activity
Green Green - .
Blinking Transmitting/Receiving
Off No TCP/IP session link
. Link
Transaction G
reen Green On TCP/IP session link established
Green Data Sending/Receiving between Serial
Blinking and Ethernet
COM Port No.1-8 Green Blinking [I;)srtta Sending/Receiving through this COM

2.3 Initial Setup

Use this section to set up your computer to assign it a static IP address in the 192.168.0.1 to
192.168.0.254 range with a subnet mask of 255.255.255.0. This is necessary to ensure that your
computer can communicate with your BF-440/480.

Your computer must have an Ethernet card and TCP/IP installed. TCP/IP should already be
installed on computer using Windows 98/2000/XP and later operating systems.

Note: Connect a computer to BF-440/480 Ethernet port directly should be with crossover
Ethernet cable, if both connect to hub/switch should be with straight-through Ethernet

cable.
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2.3.1 Installing the TCP/IP Protocol
If you are not sure whether the TCP/IP Protocol has been installed, follow these steps to check,
and if necessary, install TCP/IP onto your PCs.

Step 1 : Click the “Start” button. Choose “ Settings”, then “Control Panel”. Double-click the
“Network Connections” icon. Your Network window should appear as follows:

B Control Parc]
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&L = By I L e
bk B Cot o Pane v B

28 % B
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Midiee [T
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Al L= b od Kot nacdl Hora
= Dptions

2k %S @ g 9

BLL et Mronesnc  Coverdchors Boobes and Hegonel e Scenem g Sched sd

e Faaes Lanquage. . Crmew Tages
ok, wnd “ph Spdmm Lavdier ] Db Srvoris
Tk ke ECA L )

Step 2 :

For windows 98 and Millennium

On the “Configuration” tab (if using Windows 98 and Millennium PCs), select the TCP/IP line
for the applicable Ethernet adapter. Do not choose a TCP/IP entry whose name mentions
PPPoE, VPN. If the word TCP/IP appears by itself, select that line. Click the Properties button.

2l

Configuration | iderfication | Access Corirel |

Thea faliowing network. components are retaled:

™| Cient for Microsoft Networks jl

Primary Network Logor:
| Dot for Microsoft Metworks =]

File and Punt Shamg... |

1~ Descrigtion |
TEPAF iz bhe protocol pou use bo connect to the Intemet and
wide-area networks.

_ ok | e |
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Important:
For Windows 2000 & Windows XP Setting, you will find that they differ with Windows 98/ME/NT
slightly. See the following for reference.

For windows XP and Windows 2000
Click the “Local Area Connection” icon on the lower right hand side of your desktop screen.

W] | 8D

In the “Local Area Connection Status” window, click the “Properties” button then your
Network window will appear.

- | ocial Area Conneclion *roperlics

Gareld | Aulberscsben | Advanced
Corres: using
! H D-Link DFE-5307T PO Fass Edhemred Adapter free B

This coreachion usss the foloeang e
[ %:iari o Microsnit Matwans s
* kT ard Printer Sharing for Micsnzof Mesmorks
& B0k Pachiet Scheduier
5]

nlemst Paetocdl [TERAF

|rexiall Fur bl Froparias
Descrplion

| 1aremiezion Consal Frobocol!Inbamst Froloes. [ he detzul
vide arsa nebwerk prolocel that pravides communicston
seroes dverse pleiconscled nelvod

[ Show icom n etz ation aiea when copreciad

[ Cene

non

There are two tabs, “General” " Support”, in the Network window.
Step 3 : Check whether the TCP/IP Protocol has already been installed onto your computer’s
Ethernet card. Note that TCP/IP Protocol can be installed for a computer’s Dial-Up Adapter as
well as for the Ethernet card.

* If yes, go to section 2.3.2.

x If no, click the “Install” button.
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Step 4 : Double-click “Protocol” in the Select Network Component Type or highlight “Protocol”
then click “Add”.

Select Metwnrk Component Type rzlﬁ‘l

Click the oo of notork COMpancrt Bou want b inatal:
5{ Clent

H Sy
e ctocol

Lrescrphon

i pm:acpl I A Mnguags pour Computsr Lsss o
cummnurivabs with cthen compules:

| &dd. | [ cCarea

Step 5 : Highlight “ Microsoft” under the list of manufacturers. Double-click “ TCP/IP” from the
list on the right or highlight “TCP/IP” then click “OK” to install TCP/IP.

Salact Network Protocol

- Sk i Metwork Prenocol st you want 1 install, thin click OK. i you heve an
ingtnllnfion disk for this device. click Have Disk

Snran
igtal Equipmeed (DEC)

Step 6 : After a few seconds, you will be returned to the Network window. The TCP/IP Protocol
should now be on the list of installed network components (see 3 above).

2.3.2 Fixed IP Addresses Configuration

For Windows 98 and Millennium

Step 1 : To set up computers with fixed IP Addresses, click the “Properties” button. The TCP/IP
Properties window consists of several tabs. Choose the “IP Address” tab as shown below.

Step 2 : Select “ Specify an IP address” and enter “192.168.0.xxx” (the default value of
BF-440/480 is 192.168.0.125) in the “IP Address” location (where xxx is a number between 1
and 254 used by the High-Performance BF-440/480 to identify each computer), and the default
“Subnet Mask” “255.255.255.0”. Note that no two computers on the same LAN can have the
same IP address.
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For Windows XP and Windows 2000
Step 1 : Make sure the box next to Internet Protocol (TCP/IP) is checked. Highlight

Internet Protocol (TCP/IP), and click the Properties button

- Local Area Conmaction 3% Proporties LLI

Geneidl | podbwrbcalion | e [

Commiecd umrng
B Linksys LNEVDOT Fart Ethemet fdspieLNE 1007 wi]
This cgnrechion uyes the folloeng enc
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Ls Pl afd Pisled Shaing ol M icsescl! Mook

# = foimel ool [TCR AR

]
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T ransimecaon Caoriliol Pioloveod frdeeresl Paodocaal The delad
At arad redwacih prifocol el piivades: comiiuescalem
sk diveidon ol Corrsacd ] iedvaoka
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Step 2 ¢ Select “ Specify an IP address” and enter “192.168.0.xxx” (the default value of
BF-440/480 is 192.168.0.125) in the “IP Address” location (where xxx is a number between 1
and 254 used by the High-Performance BF-440/480 to identify each computer), and the default
“Subnet Mask” “255.255.255.0”. Note that no two computers on the same LAN can have the

same |IP address.
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| Internet Protocol (TCP/IP) Properties

General |

“You can get [P settings assigned automatically if your network. supports
this capability. Othenwize, you need to ask pour network. administrator for
the appropriate IP settings.

() Obtain an [P address automatically
(& Use the following IP address:

IP address: [192. 168 168 1 |

Subnet mask: ‘255 286 266 . O |

Default gatewway: ‘ : : |
(&) Use the following DNS server addresses:
Preferred DNS server: ‘ 4 = |

Altemate DNS server ‘ |

Click “OK”. to complete the TCP/IP installation.

2.3.3 Configure your BF-440/480
Step 1: Open your web browser and type http://192.168.0.125 in the browser’s address box. This
address is the factory set IP Address of your BF-440/480. Press “Enter”.

Step 2 : The “Username and Password required” prompt box will appear. Typing “admin”
(default username) in the Username field and typing “admin” (default password) in the Password
field. Click “OK”. The setup screen will then appear.

Connect ta 192.168.1.10

«HIUabodefghhy

LUser namaz al w

Fassword:

["]Rememiber my passiword

I_ ok ] |_ Cancel

Step 3:1tis highly recommended you change the default username and password when you login
successfully first time.

Note: Don’t forget click Apply button to save your changing when you complete your
configuration setting each time, the BF-440/480 will restart automatically in 10 seconds
with your new setting.
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3. BF-440/480 Configuration Setup
This chapter will show you how to configure BF-440/480 to function in your network and gain
access to your device through Intranet or Internet.

3.1 Network setting

The BF-440/480 support three IP connection types: Static IP, DHCP and PPPoE. These types are
listed in the drop-down menu for the IP Configuration setting. Each setup screen and available
features will differ depending on what kind of IP connection types you select. Default is Static IP

Static (or Fixed) IP

E Network Setting (Fixed IP)

@t.-- [Fve: stamie v 3]
BF-180 |lpnamus N I O
% !Subnelmuk 'T 'T T F
. | e i
m Primary DNS .k k.|
e — ] ) o
IP Address
Setting Factory Default Necessity
E.g., 192.168.0.xxx 192.168.0.125 Required
Subnet mask
Setting Factory Default Necessity
E.g., 255.255.255.0 255.255.255.0 Required
Gateway
Setting Factory Default Necessity
E.g., 192.168.0.1 192.168.0.254 Optional

A device that interconnects networks with different, incompatible communications protocols. For
correct gateway IP address information, consult the network administrator. BF-440/480 need to
know the IP address of the gateway device in order to communicate with the hosts outside the
local network environment.
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Primary DNS
Setting Factory Default Necessity
E.g., 168.95.1.1 168.95.1.1 Optional

The Domain Name System (DNS) is the way that Internet domain names are located and
translated into Internet Protocol (IP) addresses.

When the user wants to visit a particular website, the computer asks a Domain Name System
(DNS) server for the website’s correct IP address, and the computer users the response to
connect to the web server. DNS is the way that Internet domain names are identified and
translated into IP addresses. A DNS server is a host that translates this kind of text-based domain
name into the numeric IP address used to establish a TCP/IP connection.

If you are connecting through a static or fixed IP from your network environment, perform these
steps :

Step 1: Enter IP address

Step 2: Enter Subnet mask

Step 3: Enter Gateway IP address

Step 4: Enter Primary DNS IP address

Step 5: click Apply button

DHCP
B Network Setting (DHCP Client)
@tlu TYPE: DHGP CL IFI"L’
I! Host Name {optional) |W |I
| Main Henu |
Basic Setup vy ] cancie | wck |
Host Name
Setting Factory Default Necessity
max length is 15 characters | CHIYU Optional

If there is a DHCP Server existing in your network environment or you subscribe a CABLE service
from your ISP, you can set IP configuration to DHCP to get a dynamic IP address. The Host
Name is an optional item, depending on your DHCP Server setting.

Note 1: to gain CABLE service, you also need to change the MAC address of BF-440/480 to
the MAC address of register in ISP. Please refer to Chapter 4 Device Admin/Mac Address
Change
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PPPoE
B Network Setting (PPPOE)
@tl,, TYPE: PPPaF L‘
User Mame % 0 -an
| Main Henu | Password T
Basic Setup i
m Service Name (optional) .I {1 -47)
m Cloze Connection when ldie Time Over B jeconds
E PPPoE with Fixed IP Address | CIELTIE o 1 N N
FOKT 1 | APPLY I CANCEL Back
User Name
Setting Factory Default Necessity
max length is 47 characters None Required
Password
Setting Factory Default Necessity
max length is 35 characters None Required
Service Name
Setting Factory Default Necessity
max length is 47 characters None Optional

If you subscribe a DSL service with PPPoE connection from ISP, you can set IP configuration to
PPPoE to get a dynamic IP address. Your ISP will provide you the User Name and Password,
some ISP will also need the Service Name to authenticate. But this item is optional and
depending on your ISP.

Close Connection when Idle Time Over (second)

Setting Factory Default Necessity

0 to 65535 seconds 0 Required

If you want to keep the connection always on between BF-440/480 and your ISP, then set the
value of item Close Connection When Idle Time Over to 0, otherwise, when the idle time of no
any traffic on line is over the setting value, BF-440/480 will terminate this PPPoE connection.

PPPoE with Fixed IP Address

Setting Factory Default Necessity

Disable/Enable with IP address XxX.XXX.XXX.XXX Disable Required

If your ISP can provide you fixed IP address when PPPoE connection established each time, you
can select PPPoE with Fixed IP Address as ENABLE and enter the IP address given from ISP.
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3.2 Operation mode

The BF-440/480 support three operation mode: TCP Server, TCP Client, UDP . These modes are
listed in the drop-down menu for the Operation Mode setting. Each setup screen and available
features will differ depending on what kind of operation mode you select. Default is TCP Server.

TCP Server
= Operation Mode Setup (TCP Server)
BF-480 PORT 1
Loeal Listen Port Number B o -sasam

Basic Setup

Close Connection When Remote Idle || [0 (seconds)

Max Cennaction ’E‘

Ascess Passwor 4 (mazlen 31)

Keep Allve Check | # Disable © Enshle

CANCEL | BAck

Listen Port Number

Setting Factory Default Necessity

0 to 65535 50000 Required

If your device is acted as passive to accept commands from remote and the data be guaranteed
to be received by peer is your concern, then you can set BF-440/480 as TCP Server. Be sure the
value of item Listen Port Number is same as your remote control application using.

Close Connection When Remote ldle

Setting Factory Default Necessity

0 to 65535 seconds 30 Required

If you want to keep the connection between BF-440/480 and your remote control application
always on, then set the value of item Close Connection When Remote Idle to 0, otherwise,
when the idle time of no any traffic on line reach the setting value, BF-440/480 will terminate this
connection.

Access Password

Setting Factory Default Necessity

max password length is 31 characters None Optional

For security concern, you can input Access Password to protect your device, BF-440/480 will
authenticate whether this TCP connection is valid by this password.
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Keep Alive Check

Setting Factory Default Necessity

Disable/Enable Disable

Required

Disable: Disable the check of TCP connection is still alive or not.
Enable: BF-440/480 automatically send a Ping request to peer per each 30 seconds, the TCP
connection will be terminated if no response of Ping reply from peer.

Max TCP Connection

Setting Factory Default Necessity

1,2,3,4 1 Required

The allowed TCP connections accept by BF-440/480 simultaneously. It is usually used when user
needs to receive data from different hosts simultaneously. When multiple hosts establish TCP
connection to BF-440/480 at the same time, it will duplicate serial data and transmit to all hosts.
When data comes from Ethernet port, it is sent on first-in-first-out basis to serial port.

TCP Client
= Operation Mode Setup (TCP Client)
‘Et.-- [WaoE = TP GLTERT 3]
BF-480 ' PORT 1 _
% Destination P Address 1 | 5 .F b—l Port || FOE0 o -5583m
m | Destination P Address2 | 7 F . .F : Port | FX50 (0-65636)
m |Destnation P Address3 | f . Port | oo o -6ssan)
FOKT L Destination|P Address4 | .F— .F p._| Port | 000 (o -655385)
e .TI:P Connect On  Starup * Aey Charactar
FORT 4 I .Keap Alive Check & Disable © Enable
PORT 6 APPLY CANCEL BACK
PORTE
Destination IP Address1&Port
Setting Factory Default Necessity
E.g., 192.168.0.1 None Required
0 to 65535 50000 Required
Destination IP Address23/4&Port
Setting Factory Default Necessity
E.g., 192.168.0.1 None Optional
0 to 65535 None Optional

If your device is acted as active to report real-time status to remote and the data be guaranteed to
be received by peer is your concern, then you can set BF-440/480 as TCP Client. Be sure the
value of item Port is same as your remote control application using and set the correct value of

Destination IP Address.
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TCP Connect On

Setting

Factory Default

Necessity

Start up/Any Character

Any Character

Required

Start Up means BF-440/480 attempts to establish a TCP connection as soon as powered on.
Any Character means BF-440/480 attempts to establish a TCP connection as soon as starts

receiving data from serial port.

Keep Alive Check

Setting

Factory Default

Necessity

Disable/Enable

Disable

Required

Disable: Disable the check of TCP connection is still alive or not.
Enable: BF-440/480 automatically send a Ping request to peer per each 30 seconds, the TCP
connection will be terminated if no response of Ping reply from peer.

UDP Mode

@

BF-480

Operation Mode Setup (UDP Client)

WODE: UDF HODE =

PORT 1

Destination IP Address1 | F F .F | Port || B0 - ssm)
Destination P Address2 | F .fF . Port || 0D (o -6s535)
Destination IP Address3 | F—— .F— .F.F | Port oo (o - 6s535)
Destination IP Address 4 | | ] T . | Port P (o - 5698}
BBH (o-65635)

Basic Setup

Local Listen Port

S BACH

Destination IP Address1&Port

Setting Factory Default Necessity
E.g., 192.168.0.1 None Required
0 to 65535 50000 Required
Destination IP Address23/4&Port

Setting Factory Default Necessity
E.g., 192.168.0.1 None Optional
0 to 65535 None Optional

If your device is acted as active to report real-time status to remote and the data be guaranteed to
be received by peer is your concern, then you can set BF-440/480 as UDP Mode. Be sure the
value of item Port is same as your remote control application using and set the correct value of
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Local Listen Port

Setting

Factory Default

Necessity

0 to 65535

50000

Required

The UDP port that BF-440/480 listens to, and that other devices must use to contact BF-440/480.

3.3 Serial Type

The BF-440/480 support three serial types: RS232, RS422 and RS485, These types are listed in
the drop-down menu for the Serial Type setting. Each setup screen and available features will
differ depending on what kind of Serial Types you select. Default is RS232

¢

Serial Port 2 Setup

Serial Type I [mszaz =]
BF-480 T [==N
| Main Menu | B (e Definedy
Basic Setup T 1 3
m Parity Check [Fome =]
m Stop Bits [=
_ Flow Control . [Home 5]
ﬁl Force Packet Transmit Time: . T o-s68asims
Lt e Force Packet Transmit Length : 7 (o-sssasieytes
x: Delimiter 1 . UxF [HEX} ¢ Enable = Disable
PORT & Delimiter 2 Un? [HEX} © Enable * Disable
iy RS485 Transmission Delay Time [P p-sssotue  wose: for mssus
PORT & loniy |
m’ APPLY | cAnCEL | mack ;
Serial Type
Setting Factory Default Necessity
RS232/RS485/RS422 RS232 Required
COM Port 1: RS232
COM Port 2: RS232/RS485
COM Port 3: RS232/RS485/RS422
COM Port 4: RS232
COM Port 5: RS232
COM Port 6: RS232
COM Port 7: RS232
COM Port 8: RS232
Baud Rate
Setting Factory Default Necessity
1200bps to 230.4Kbps/ Others 19200 Required

BF-440/480 support customized baud rate setting. Select Others in the drop-down list and input
the baud rate value as you want in the field.
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Data Bits

5,6,7,8 8 Required

Parity Check
m
Stop Bits
m

Flow Control

None, CTS/RTS, Xon/Xoff None Required

Force Packet Transmit Time

0 to 65535 (ms) 0 Required

This parameter defines the time interval during which BF-440/480 fetches the serial data from its
internal buffer. If there is incoming data through the serial port, BF-440/480 stores data in the
internal buffer. BF-440/480 transmits data stored in the buffer via TCP/IP, but only if the internal
buffer is full or if the force transmission time interval reaches the time specified as Force Transmit
timeout.

Delimiter 1

Disable/Enable with 0x00 to OxFF Disable Required
Delimiter 2

Disable/Enable with 0x00 to OxFF Disable Required

Once receive delimiter 1 or both delimiters through its serial port, BF-440/480 immediately packs
all data currently in buffer and send it to Ethernet port.

Force Packet Transmit Length

0 to 65535 (bytes) 0 Required
This parameter defines the transmission data length during which BF-440/480 fetches the serial
data from its internal buffer. If there is incoming data through the serial port, BF-440/480 stores
data in the internal buffer. BF-440/480 transmits data stored in the buffer via TCP/IP, but only if

the internal buffer is full or if the length of incoming data reaches the length specified as Force
Transmit Length.
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3.4 Dynamic DNS

The BF-440/480 offers a Dynamic Domain Name System (DDNS) feature. DDNS lets you assign
a fixed host and domain name to a dynamic Internet IP address. It is useful when you want to
access your device through Internet without static IP address. Before you can use this feature,
you need to sign up for DDNS service at www.dyndns.org or www.tzo.com , two DDNS service
provider. This service default is disabled.

If your DDNS service is provided by DynDNS.org, then select DynDNS in the drop-down menu. If
your DDNS service is provided by TZO, then select TZO. The features available on the DDNS
screen will vary, depending on which DDNS service provider you use. (Detail sees Appendix B)

Dyndns.org
E DDNS Setup
@t.- DDNS Services: [Pvains =]
BF-480 Username: ma
| Main Menu |
Basic Setup Password: i
m Deviee ONS Name: I | fes Howtnammdyndnuong)
m Registry IP Address 162 1881 18
;a;;;* CARGHL BACK
S |
Mﬂ
User Name
Setting Factory Default Necessity
Max length 31 characters None Required
Password
Setting Factory Default Necessity
Max length 31 characters None Required
Device DNS Name
Setting Factory Default Necessity
E.g., chiyu.dyndns.org None Required
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Tzo.com

= DDNS Setup

ﬁt DDNS Services: | 120 =l
"

BF-480 Emall Address:
| Main Menu |

Basic Setup

Password key:

Device DNS Name: [ {ox. hostname t20.com)

Reglstry IP Address : 1921861 18
Status ; DONS function i drssbiled
aprir | cacel | ok |

Email Address

E.g., eric@chiyu-t.com.tw None Required

Password Ke
Max length 31 characters None Required

Device DNS Name

E.g., chiyu.tzo.com None Required
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4. BF-440/480 Management Setup

This chapter will show you how to manage BF-440/480’s access setting as well as configure
E-mail alert and firmware upgrade.

4.1 Device Admin

Device Administration Setting

'I't Black Standard Hitp Port80) | - =
C - Nt UKBLOCK © BLOCK

| Device Management IP Address | | T .
OO (Ceeresnen —

Basic Setup Device Lacation

User Hame

Passward Confiem

Management | Block Ping Request # UNBLOCK © BLOCK oy |

e |
N = Frrrrrl=
-
e L
N o

o

Block Standard Http Port (80) Management

Setting Factory Default Necessity

UNBLOCK/BLOCK UNBLOCK Required

If for some reason, the HTTP (80) service is blocked in your network environment and result to
fail to configure or manage BF-440/480, then you select BLOCK this function with using port
8080, instead of standard port 80. So you should enter: http://192.168.168.125:8080 in your Web
browser.

Device Management IP Address

Setting Factory Default Necessity

E.g., 192.168.200.xxx 192.168.200.200 Optional

In case, you forgot the BF-440/480’s IP address you configured, this management IP can be used
to connect to BF-440/480 via Web browser to find what’s the current IP address.

In case, you set BF-440/480’s IP Configuration as DHCP or PPPoE which will assign dynamic IP
address to BF-440/480, you also can use this management IP address to find what's the current
working IP address in Intranet or Internet.

Note: If you forgot the IP address setting even management IP address, please use the
broadcast utility we offer in CD to search it.
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Device Hostname

Max length 15 characters CHIYU Optional

To describe the name of BF-440/480 for manage purpose.

Device Location

Max length 15 characters None Optional

To describe the location of BF-440/480 for manage purpose.

Administrator Password/User Name

Max length 47 characters admin Required

Administrator Password/Password

Max length 35 characters admin Required

Administrator Password/Password Confirm

Max length 35 characters None Required

To ensure the BF-440/480’s security, you will be asked for your password when you access the

BF-440/480’s Web-based Utility.

®  User Name: Enter the user name to the one of your choice.

® Password: Itis recommended that you change the default password to the one of your
choice.

® Password Confirm: Re-enter the BF-440/480’s new Password to confirm it.

Block Pin Request

UNBLOCK/BLOCK UNBLOCK Required
To prevent hacker intruding your network, check the BLOCK option to enable this function to
reject the PING requests from Internet.

MAC Address Change
E.g., 00.0e.e3.10.20.30 None Optional
The BF-440/480’s MAC address can be changed from the original values if necessary. Some

ISPs require users to change the MAC address to a registered one when users change their
access equipment. (Detail sees Appendix B)
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Reset System to Factory Default

Setting Factory Default Necessity

None None Optional

Click “Apply”, if you want to return all the BF-440/480’s current settings to its factory default.
Note: do not restore the factory defaults unless it is absolutely necessary.

Reboot System

Setting Factory Default Necessity

None None Optional

Click “Apply”, if you want to clear a connection, reboot, and re-initialize the unit without affecting
any of your configuration setting.

4.2 System Status
This screen shows the BF-440/480’s current status. All of the information provided is read-only.

BF-480 Status Monitor =

t System Status

| Product Name- BF 480M & Port TCPAP Converter

@

BF-480 me\-lm Version:

EOTr— Syt T
Basic Setup m
|P Ceﬂhw!m Mode:
et | cpesentioe :
[ Connastion Port
"s' briet mask:

| Primary DS

STRTUS

SNIII PM‘I' Rsm fmﬂ nene, 1 Ne Flow Contrel |

| Serial Port 2: 1,No Flow Control
| Serlal Port3: | RS232,152 o Flow Control
| Serial Port4: £ o Flow Control

Serial Port5: | Rm.‘ﬁm nene.1,Ne Flow Contrel
| Serial Port 6: RS232,19200 8,
Serial Port T: | RS232,192008, none.1.Ne Flow Control

| Serial Port 8 RS232 152008, none,1,No Flow Control
[Dojee__ lmosiabyes |

1204 packnts

687468 bytus

4916 packnt:

Ethernet :

0 bytes
0 bytes

Serial:

Product Name: the product model name of this BF-440/480.
Firmware Version: the installed version of the firmware.

System up Time: the time of system from start up to current.
Management IP Address: the current setting of management IP.

Ethernet Status: the BF-440/480’s IP Configuration, MAC address, IP address, subnet mask,
default gateway IP address, primary DNS IP address and current connection status.

Serial Status: the BF-440/480’s setting in serial type for each COM Port

Statistic: the transmission and receive bytes and packets count in Ethernet and Serial port
separately.
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4.4 Backup and Restore
This function allows you to save BF-440/480’s configuration as backup, or retrieve the
configuration file you saved before to turn the setting back.

B Backup & Restore Configuration

@t Badkup
.

Backup
BF-480
Basic Setup Restore
m Please select a eonfiguration file ta restare |
e | -
e -

Management

® Backup: Click “Backup” button save the current configuration as a backup file in your hard
disk.

® Restore: Enter path of the configuration file you saved on the PC. You can click “Browse” to
view the folders and select the file. Click “Restore” to retrieve it.

Note: the sub-name of file you retrieve must be “.cfg”

4.5 Upgrade Firmware
This function allows you to upgrade the latest version firmware to keep your BF-440/480
up-to-date. Before you upgrade the firmware, you have to get the latest firmware and save it on

the PC you use to configure the BF-440/480.

E Firmware Upgrade

@t,, Warning: Ungrade must NOT be irterrupted

BF-480 | Please select a file to upgrade = uPoRATE |

Basic Setup

BACK

Management

11!
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Browse: To select a file to upgrade, you have to enter path of the latest firmware you saved on
the PC. You can choose “Browse” to view the folders and select the firmware.
Upgrade: After you enter or select the path, click “Upgrade” to start the firmware upgrade

process.

Note: don’t power off the router during the firmware upgrading, otherwise the
incompletion of firmware upgrading will cause serious damage to the integrity of the
BF-440/480’s firmware that will lead to fail to boot the BF-440/480 again.

4.6 Ping
This function allows you to test the connection between BF-440/480 and LAN or between
BF-440/480 and Internet.

= Networking Diagnostic (PING)

@

BF-480

Basic Setup

Management

Source IP Address

182.168.1.18

Drestination P Address

| T T T

Packet Number

Packet Size :

masimam 146D Bytns)

Ping Result :

Hrceive Riply: 0

PING CANCEL BACK

i1

Source IP Address: the current BF-440/480’s IP address (Read Only).

Destination IP Address: the IP Address of destination device you want to ping.

Packet Number: the packet numbers you wish to use to ping the destination device. The
maximum numbers are 4.

Packet Size: the numbers of packet size you wish to use to ping the destination device. The
maximum packet sizes are 1400.

Ping Result: The result will show the numbers of sending packet, numbers of packet receiving
(Read Only).
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5. Troubleshooting

PROBLEM

CORRECTIVE ACTION

None of the LEDs
turn on when you
turn on the
BF-440/480

Make sure that you have correct power connected to BF-440/480 and
plugged in to an appropriate power source. Check all cables connections.

If the LEDs still do not turn on, you may have a hardware problem. In this
case, you should contact your local vendor.

Can not access
BF-440/480 from
Ethernet

Check cable connection between BF-440/480 and computer or hub. Ping
BF-440/480 from computer. Make sure your computer Ethernet card is
installed and functioning properly.

Can not ping any
computer on the
LAN

If the 10/100M LED are off, check the cable connection between
BF-440/480 and your computer.

Verify that the IP address and subnet mask of the B-480 and computer are
in the same IP address range.

Can not access
BF-440/480 from
Serial

Check the Serial cable connection between BF-440/480 and your device.

Verify that the BF-440/480 setting of Serial type is same as your device
and make sure the hardware jumper is in the correction position.

Appendix A: Hardware Reset Button

BF-440/480 provides a hardware reset button with multi-functions as below:

Reset Button

Mode

Action Result

System in working mode

Push reset button one time System restart right away

Keeping push reset button 2-3 | System reset to factory

System power on

seconds default
Push reset button one time System reset to factory
default

Keeping push reset button 2-3
seconds

System running in boot loader
and waiting for firmware
upgrade in COM 1 by
Xmoden(57600,n,8,1,No flow
control).
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Appendix B: DDNS

Internet actually runs on IP Addresses which are numerical order, for example “63.208.196.100”.
These IP Address identify the location of each device connected to Internet. However, the human
brain does not easily remember this numbering system, so a system that allocate domain name
such as “www.dyndns.org” provides an easier method. If you type “63.208.196.100” or
“‘www.dyndns.org” in the web browser’s address bar, the browser will show the same web page.
This is because both methods relate to the same web server. The “Domain Name Servers”
used to manage the Internet will translate “www.dyndns.org” into the IP Address
“63.208.196.100” in order to allow your browser to find the web server and display the correct
web page in your browser.

If your “IP Configuration”, as shown in 3.2 section, is “PPPoE”, or “DHCP” with dynamic IP
address assigned by ISP, your IP address may change each time you initiate the connection to
your ISP. The DDNS function will help to map your IP address to your domain name when your
ISP assigns a new dynamic IP Address.

Note that this DDNS function acts as the client appliance of DDNS service and is
only able to be use in conjunction with the service provided by DynDNS.org and
TZO.com. Before you begin using this function, you will need to apply to
DynDNS.org or TZO.com to be able to use the service. Please visit
www.dyndns.org or www.tzo.com for further information.

How to register from Dyndns.org
Step 1: Enter the web side www.dyndns.org in Browser, click the tab of Account.

] DynDNS. org - Wolcome - Microsofl Internet Explores [ =] x|
BED SME SH BN TAD EYE o
QLR -~ |x [ (| s anex ER £ 2 L

HHHDD [ bupouww Ayedes cogfl BT
FOA [Free Dowsloads | () Downloads ~ sfoptions ([ ] b (@Ans Vires | “PopepsdTooks

DynDNS.org L

About | Senvices | Account ) Support | Solutions | Developers | News |

e —
Control Your DNS

Taks full contral of your domains,
Custorn DRS™ aliows you to control

wib-barsed = YU ¢
register the domain if you dont
already own it. Use Secondary DNS
it you want fo rn your own

nameaserver, but still bake advantags
of our world-class DNS redundancy .

SvEn

/& also provide domain registration
A0u can buy your domain

sanvice

1T you don't want the epense or

an entire demain threugh an intuibye

Set Your E-mail Free

ISP blocking port 257 Loging mail
whien you're offine? Need
forwarding but don't wank to run your
awn rail servar? Then our

MaHop™ cervices are for you

y will accept your

t on to your mail
-standard port of
rfect for getting
that's preveniing you

mail and pa:
Server on a
your ch
around

aiHop™ Backup MY gives you an
@dra mail exchanger host that will
store your mail for wou when you're
offing, and daliver it whan your
SEIVOr cormis back ug

ward allows you to
rimibed number of
on yaur dorman, ponting

Recent News suzem staus

- Additional MailHop Services
Launched
[Oetober 02, 2003)

- DynDNS.org Launches

MailHop Services
[August 20, 2003}

- DynDN5.org Raises Over
54,500 for The Per
Foundation

[July 11, 2003)

Stories
Redundancy

‘What It Takes to Achieve 100 000%
uplirng

1 o WM
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Step 2: click Create Account.

ul Explorer —|=| x|

BED SME HSH BMEEN TAD EYE | &
QLH~O - ¥ [@ G Ons o anks ol €| 5 8- [,

HHHD) [ bupaliwww Ayedas coglecoonat! | BBE |y

»

FOA [ Free Downlosds | (o) Downloads ~ <Options || =] Ch (@At Vires | PopepsdTock ™ (DHep

Create Account
i Your Account
Lot Passward?

Fating |

Username: | Passwaord: | Login

| Create Account DLost Password?

Copyright © 19662005 Dy
Prvacy Policy | Accep

[SE [ [ oy s

Step 3: Fill the field of Username , E-mail and Password. You will receive an e-mail containing

instructions to activate your account.

ut Explover == x|
EEE® WWE R BENETR TAD BEAE | &
QLHR~-O - (] (2 G 0% b @88 &) 5 8-,
RN (1] bitpierwm Ayndas caglecoantizrsate Rml T aeE -
FDA [Fee Downloads | ) Downloads v &iOptions || =] O @ Ansi Vires | “PopegeTecks = OHalp »

Create Account

Please complete the form below to create your account. You will receive an e-mail containing
instructions to activate your account. If you do not follow these directions within 48 hours, you will need
to recreate your account.

It is strongly recommended that you visit this page securely. You are not currently visiting this page
securely.

Policy Last Modified: Rugust 14, 2003 il
1. ACKNOWLEDGMENT AND RCCEFTANCE OF TERMS OF SERVICE

All services provided by Dynamic DN3 Hetwork Secvices {"DynDNS"}

are provided to you (the "Member"} under the Terms and Conditions

set forth in this Acceptable Use Policy ("AUE") and any othec
cperating rules and policies set forth by DynDNS. The AUP comprises =l

| have read and agree to the Acceptable Use Policy above: ]

Username
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Step 4: Once you receive the confirmed e-mail, login with your Username and Password.

nE -

cunticonfirmXotwTCIREING IyOROSpim

S
ClE A

Account Confirmed

account.

CHATRE SNl & (O

The account “chiyueric” has been confirmed. You can ni

=

0 LI Mo

usecl for of new

ifi To

to services, and important system

subscribe(@lists. dyndns.org.

Gengle

CGopynght £ 19992001
Prnacy Policy | Accel

start using your

We have a system announcements ma|||ng list you may wish to subscribe to - this list is

, simply send an e-mail to announce-

WED WWRE amw mmw IR mcw

Q-9

13 [, ns Joarns SER &)

Step 5: Click the tab of Services, then click Dynamic DNS.

HEHED ] bitpalform dynedas. cogloraces!

FDA [u] Freo Downloads

Cusstom NS
Secondary INS
Mailiop
Umain Registration
Myl lnp

Dymamic DHS.

Static DNS

Wesilap

Priceg

(& Downloads = Hoptions || vl 4 (3 Aati Vires

S
DNS Services

Custom DNS*™

Custom DNS service is a full DNS solution
for newly purchased doemains or domains
you already own. A web-based interface
provides ip control over r

records and your entire domain including
support for dynamic IPs and automated
updates.

Secondary DNS

Secondary DNS service provides a
secondary DNS server for your domain, so
that you have a backup iffwhen your
primary goes down, and to share the load
of answering DNS queries.

Dynamic DNS

one of our demains to your
ISP-assianed dynamic IP address, allowing

SPoppediTocts = (HiHelp

ETET

¥

-] e g

Mail Services

MailHops™ Backup MX

Make sure you always get your mail, even
if your server is offline for extended pericds
with our MailHop Backup MX service, We'll
queue your mail for up to 10 days, with no
limits on how much you receive.

MailHop*™ Forward

Set up user-based redirection of e-mail for
your domain name wihout running your own
mail server with cur MailHop Ferwarding
service, Step spam and viruses with our
spam scanning and virus filtering, available
for all addresses on your domain.

MailHop™ Relay
Port 25 blocked by your ISP? Use our
MailHop Relay service to get around it by
sending your mail through our servers and
on to vours. Two alobally-redundant

| | R
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Step 6: select Add Host in the left side of screen.

£ vices -~ Dynamic DNS - Microsoft Intoraet Explorer » == x|
BED SME HSH BMEEN TAD EYE | &
QEF - (x] & & a8 Joavee SR £ O L B
LD [ biipslww dysdas. cophervicestlyndu Tl BeE |
=

FOA 3] Free Downloads | (o) Downloads + <fptions || =] Ch (@At Vires | PopepsdTock ™ (DHep

Ussr (SO

Ancun [ERR account | Support | Soistions | Davelopers | News |

Cusstem DS 2

Secondary NS Dvnamlc DNS

s = The Dynamic DMS service allows you to alias a dynamic |P address to a static hostname

'“"""H’:I"‘f""""" in any of the many domains we offer, allowing your computer to be more easily accessed
i from various locations on the Internet. We provide this service, for up to five (5)

hostnames, free to the Internet community.

The Dynamic DNS service is ideal for a home website, file server, or just to keep a pointer
back te your home PC so you can access those important documents while you're at
work, Using one of the available third-party update clients you can keep your hostname
always pointing to your |P address, no matter how often your ISP changes it. No more
fumbling to find that piece of paper where you wrote down your IP address, or e-mailing
all your friends every time it changes. Just tell them to visit yourname.dyndns_org instead!

If you would like to use your own domain name such as yourname.com, you need our
Custom DNS service, which also provides full dynamic and static IP address support.

Copyright © 19062

1 Paliey | A

! . . i
e [ | s

Step 7: Login again with your Username and Password.
A 5.01g -~ Dynamic DN -- Add Host - Microsoft Intarnet Explorer } N ETES
BRD WRE HE0 SNERWw TAD EE | &
Qrr~-O-[x[F G| s Jande S8 €|~ . 8~
D) [0 Lupalwww Aysedas coglrervicesymdns/dd bl ] nE |y

FOA 3] Free Downloads | (o) Downloads + <fptions || =] Ch (@At Vires | PopepsdTock ™ (DHep

Ussr (SO

Ancun [ERR account | Support | Soistions | Davelopers | News |

Custom DNS

Secondary NS Login
s It is strongly recommended that you visit this page securely. You are not currently visiting
Domain Registr. "

this page securely,

Wou must have cookiss enabled to 3 ur aceount (Why Cookiss?)

Username:

Password:

Sk [ e
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Step 8: Enter the Hostname you want to use and select dyndns.org from the drop-down menu,
click the button of Add Host to finish register.

¥ S.org - Dynamic DNS - Add Hest - Microsoft Internet Explorer = x]
ﬂl}l}l WRE RN BMERW TROD NWHE ¥
QE-F-0- ¥ 0| ous anpz gmn | 0-5 3~ )

HHHTD [ bugatierw Ayedas cogluracetmdnstudd dtml | B E |

SPopepsliTecks = (DHelp
Logged In A5 chiyueric (LogCut) | B

FOA (4] Free Downloads | () Downloads » <fOptions || > O [ Aas Vires

Cusstom DHS

FR——— New Dynamic DNS Host

For your own doman {29 Yourmame &

1P Address: W

Enable Wildcard:

Mail Exchanger {optional):  Backup MX?
[Chddbost ] | RosatForm |

Cuv!’l:‘lﬂiﬁ'\'\-mt it DNS
Policy | —-uwau Use Policy I

] [T e

Step 9: now you should enter the Username, Password and Hostname (named Device DNS
Name in BF-440/480) into BF-440/480 to enable this function.

How to register from TZO.com
Step 1: Enter the web side www.tzo.com in Browser, select the Order/Renew from top screen.

WD) [ ] ey e o0 comiindenc il =l

about us

the reliable dynamic DNS service
works like a static IP but costs

TZO software
2,3 1\

| ¢ Rellable dynamic DNS

FEATURES FRI_E 30?;:? r"?ul

in these products

(i e

= |12
T With Maie 11 Casign you can have & cus
aeilos paéA8nok 88 SN SFGrdRbiA price. A Fll
*More || sarvia design i, Main 1wl vors. ot
o fram canaept ta ¢

Click here to
learn more & o sign-up
4

[Rauter Infarrreation =] Download T20 Software =] [Crdes T20 Sorvice =
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Step 2: You can choice what'’s kind of service you need, here we suggest the Standard TZO with

1 year of service
® = 4

* Order / Renewing a TZ0 service online

ra conme
= the BpBeY

hoose the TIO
Wk %0 plbce vous

wour Bl Etion, ety eeordes
ik ARl

- standard i = A
The-Tiandsnd T2 vieh das pou with an undhanging rub-demain name wehin v,
_ATI0 du ¥ pie TOURHAME.TZC.COM] whith is inked to & dynamss 1P address. .
N
\
2 yuar of rervice _ Onduc/mans this secvicn |
g & e o wae R oo omonon this sarvica

arl i it have ned sagistered & op-leve] domain
h Uk o ok A0 , foren. Tha cost

Step 3: Select the first radio button, click Continue button.

T2o.com

Download duct: Suppori'

> &

TZO secure order system total $24.95 number of items 1

How did you get our TZO client software?
(If you don't have it yet, dick here to download it now.)

From the TZO download site or fram another download site such as Tucows,
WebAttack, ete,

© It's included with ray Nexland router.

 From the CD included with my Linksys product

> TZ0 Awards/Reviews

_T70 Awards 0 1t's included with my Seru-U FTR server
- Editorial reviews

It's included in my E-Tech, Ugate, Equinox Internet Broadband Gateway/router.
- Customer Comments

" From the download site that Linksys directed me ta
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Step 4: Enter the TZO name you want to register, such as chiyu.tzo.com, and your E-mail
address which can reach you. If you don’t have a TZO name yet, please check the box under the
field of E-mail address, click Continue with order

& 4

TZO secure order system  total  $24.95 number of tems 1

Please complete the first step by telling us the following information

Whatis your TZ0 name?

|ch\yu TZQ.com

What email address did you use when you registered your TZ0 name?
(Windows users can Find this information in the TZO client. Linux users can look in the
configuration file.]

eric@chiyu-t.com.tw

M 1 don't have 2 TZO name yet, or I'm not certain what it is.
PLEASE NOTE:

A TZO name is & sub-domain of TZ0.COM, TZO.NET, or other domains which are
listed in the TZO client. Please mal support@720.C0M if pou have questions.

- Customer Comments

If pou don't have 3 TZ0 name, you should register and gat 3 720 name before
you go any Fusther. You can Dovnload TZ70 or use the TZ0 Control Panel o
register and gat 3 TZ0 name. Vou'll nead & TZ0 name to use most of our

services!
Cuontinue with arder

Step 5: complete the form with your information TZO want.

Order/Renew <

TZO secure order system  iotal  $24.95  number of items 1

Please complete the first step by telling us the following information

Next, plasss tall us sbout yourself, and plesss induds il the information, We ask you
nothing mare than what's necessary far us to pracess your orden
For your sddress plaass use your current credit card or bank billing sddress. (The sddress
uhers your credit card or bank statemants are sent =ach menth)

Your first name:

Ier\c

» TZO Awards/Reviews

Yourlast name:

Chang

- TZ0 Awards
ial reviews

Your company name: (if applicable)

- Customer Comments
[CHIYU Technology Co. Lid

Street address: (the billing address of the credit card)
[Mo.28, Renai Road

Address 2: (the billing address of the credit card)

City: (the billing address of the cradit card)
|Ch\ayi

Step 6: TZO will send an e-mail letter to inform your TZO key, please enter these information
including E-mail address, TZO key and TZO name (named Device DNS Name in BF-440/480)
into BF-440/480 to enable this service.
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Appendix C: Glossary

10BaseT - An Ethernet standard that uses twisted wire pairs.

100BaseTX - IEEE physical layer specification for 100 Mbps over two pairs of Category 5 UTP or
STP wire.

Adapter - Printed circuit board that plugs into a PC to add to capabilities or connectivity to a PC.
In a networked environment, a network interface card (NIC) is the typical adapter that allows the
PC or server to connect to the intranet and/or Internet.

Auto-MDI/MDIX - On a network hub or switch, an auto-MDI/MDIX port automatically senses if it
needs to act as a MDI or MDIX port. The auto-MDI/MDIX capability eliminates the need for
crossover cables.

Auto-negotiate - To automatically determine the correct settings. The term is often used with
communications and networking. For example, Ethernet 10/100 cards, hubs, and switches can
determine the highest speed of the node they are connected to and adjust their transmission rate
accordingly.

Browser - A browser is an application program that provides a way to look at and interact with all
the information on the World Wide Web or PC. The word “browser” seems to have originated
prior to the Web as a generic term for user interfaces that let you browse text files online.

Cable Modem - A device that connects a computer to the cable television network, which in turn
connects to the Internet. Once connected, cable modem users have a continuous connection to
the Internet. Cable modems feature asymmetric transfer rates: around 36 Mbps downstream
(from the Internet to the computer), and from 200 Kbps to 2 Mbps upstream (from the computer to
the Internet).

CAT 5 - ANSI/EIA (American National Standards Institute/Electronic Industries Association)
Standard 568 is one of several standards that specify “categories” (the singular is commonly
referred to as “CAT”) of twisted pair cabling systems (wires, junctions, and connectors) in terms of
the data rates that they can sustain. CAT 5 cable has a maximum throughput of 100 Mbps and is
usually utilized for 100BaseTX networks.

CTS (Clear To Send) - An RS-232 signal sent from the receiving station to the transmitting station
that indicates it is ready to accept data.

Data Packet - One frame in a packet-switched message. Most data communications is based on
dividing the transmitted message into packets. For example, an Ethernet packet can be from 64
to 1518 bytes in length.

Default Gateway - The routing device used to forward all traffic that is not addressed to a station
within the local subnet.

Download - To receive a file transmitted over a network. In a communications session, download
means receive, and upload means transmit.

Dynamic IP Address - An IP address that is automatically assigned to a client station in a
TCP/IP network, typically by a DHCP server. Network devices that serve multiple users, such as
servers and printers, are usually assigned static IP addresses.

BF-480M User’s Guide -36 -



@ CHIYU TECHNOLOGY

No.28, Renai Rd., Chiayi, 600, Taiwan TELI : (886) 5-2835460 FAX : (886) 5-2835458

Ethernet - IEEE standard network protocol that specifies how data is placed on and retrieved
from a common transmission medium. Has a transfer rate of 10 Mbps. Forms the underlying
transport vehicle used by several upper-level protocols, including TCP/IP and XNS.

DDNS (Dynamic Domain Name System) - Allows a network device with a dynamic Internet IP
address to have a fixed host and domain name, such as myhostname.mydomainname.com. It is
useful when you are hosting your own website, FTP server, or other server behind a router, so
people can find your site no matter how often the Internet IP address changes. Using DDNS
requires registering with a DDNS service provider on the Internet.

DHCP (Dynamic Host Configuration Protocol) - A protocol that lets network administrators
centrally manage and automate the assignment of Internet Protocol (IP) addresses in an
organization's network. Using the Internet’s set of protocol (TCP/IP), each machine that can
connect to the Internet needs a unique IP address. When an organization sets up its computer
users with a connection to the Internet, an IP address must be assigned to each machine.
Without DHCP, the IP address must be entered manually at each computer and, if computers
move to another location in another part of the network, a new IP address must be entered.
DHCP lets a network administrator supervise and distribute IP addresses from a central point and
automatically sends a new IP address when a computer is plugged into a different place in the
network. DHCP uses the concept of a “lease” or amount of time that a given IP address

will be valid for a computer. The lease time can vary depending on how long a user is likely to
require the Internet connection at a particular location. It's especially useful in education and
other environments where users change frequently. Using very short leases, DHCP can
dynamically reconfigure networks in which there are more computers than there are available IP
addresses. DHCP supports static addresses for computers containing Web servers that

need a permanent IP address.

DNS - The Domain Name System (DNS) is the way that Internet domain names are located and
translated into Internet Protocol (IP) addresses. A domain name is a meaningful and
easy-to-remember “handle” for an Internet address.

Domain - A sub network comprised of a group of clients and servers under the control of one
security database. Dividing LANs into domains improves performance and security.

Firmware - Code that is written onto read-only memory (ROM) or programmable read-only
memory (PROM). Once firmware has been written onto the ROM or PROM, it is retained even
when the device is turned off.

Full Duplex - The ability of a device or line to transmit data simultaneously in both directions.

Gateway — A device that interconnects networks with different, incompatible communications
protocols.

Half Duplex - Data transmission that can occur in two directions over a single line, but only one
direction at a time.

Hardware - Hardware is the physical aspect of computers, telecommunications, and other
information technology devices. The term arose as a way to distinguish the “box” and the
electronic circuitry and components of a computer from the program you put in it to make it do
things. The program came to be known as the software.
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Hub - The device that serves as the central location for attaching wires from workstations. Can be
passive, where there is no amplification of the signals; or active, where the hubs are used like
repeaters to provide an extension of the cable that connects to a workstation.

HTTP (HyperText Transport Protocol) - The communications protocol used to connect to servers
on the World Wide Web. Its primary function is to establish a connection with a Web server and
transmit HTML pages to the client browser.

MAC Address - The MAC (Media Access Control) address is a unique number assigned by the
manufacturer to any Ethernet networking device, such as a network adapter, that allows the
network to identify it at the hardware level.

Mbps (MegaBits Per Second) - One million bits per second; unit of measurement for data
transmission.

IP Address - In the most widely installed level of the Internet Protocol (IP) today, an IP address is
a 32-binary digit number that identifies each sender or receiver of information that is sent in
packets across the Internet. When you request an HTML page or send e-mail, the Internet
Protocol part of TCP/IP includes your IP address in the message (actually, in each of the packets
if more than one is required) and sends it to the IP address that is obtained by looking up the
domain name in the Uniform Resource Locator you requested or in the e-mail address you're
sending a note to. At the other end, the recipient can see the IP address of the Web page
requestor or the e-mail sender and can respond by sending another message using the IP
address it received.

IPCONFIG - A utility that provides for querying, defining and managing IP addresses within a
network. A commonly used utility, under Windows NT and 2000, for configuring networks with
static IP addresses.

ISP - An ISP (Internet service provider) is a company that provides individuals and companies
access to the Internet and other related services such as website building and virtual hosting.

Packet - A unit of data routed between an origin and a destination in a network.
Network Mask - Also known as the “Subnet Mask.”

NIC (Network Interface Card) - A board installed in a computer system, usually a PC, to provide
network communication capabilities to and from that computer system. Also called an adapter.

RJ-45 - A connector similar to a telephone connector that holds up to eight wires, used for
connecting Ethernet devices.

Server - Any computer whose function in a network is to provide user access to files, printing,
communications, and other services.

SMTP (Simple Mail Transfer Protocol) - The standard e-mail protocol on the Internet. It is a
TCP/IP protocol that defines the message format and the message transfer agent (MTA), which
stores and forwards the mail.

Ping (Packet INternet Groper) - An Internet utility used to determine whether a particular IP
address is online. It is used to test and debug a network by sending out a packet and waiting for a
response.
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Port - A pathway into and out of the computer or a network device such as a switch or router. For
example, the serial and parallel ports on a personal computer are external sockets for plugging in
communications lines, modems, and printers.

PPPoE (Point to Point Protocol over Ethernet) - PPPoE is a method for the encapsulation of PPP
packets over Ethernet frames from the user to the ISP over the Internet. One reason PPPoE is
preferred by ISPs is because it provides authentication (username and password) in addition to
data transport. A PPPoOE session can be initiated by either a client application residing on a PC,
or by client firmware residing on a modem or router.

Subnet Mask - The method used for splitting IP networks into a series of subgroups, or subnets.
The mask is a binary pattern that is matched up with the IP address to turn part of the host ID
address field into a field for subnets.

TCP (Transmission Control Protocol) - A method (protocol) used along with the IP (Internet
Protocol) to send data in the form of message units (datagram) between network devices over a
LAN or WAN. While IP takes care of handling the actual delivery of the data (routing), TCP takes
care of keeping track of the individual units of data (called packets) that a message is divided into
for efficient delivery over the network. TCP is known as a “connection oriented” protocol due to
requiring the receiver of a packet to return an acknowledgment of receipt to the sender of the
packet resulting in transmission control.

TCP/IP (Transmission Control Protocol/Internet Protocol) - The basic communication language or
set of protocols for communications over a network (developed specifically for the Internet).
TCP/IP defines a suite or group of protocols and not only TCP and IP.

Telnet - A terminal emulation protocol commonly used on the Internet and TCP/IP-based
networks. It allows a user at a terminal or computer to log onto a remote device and run a
program.

TFTP (Trivial File Transfer Protocol) - A version of the TCP/IP FTP protocol that has no directory
or password capability.

Static IP Address - A permanent IP address that is assigned to a node in a TCP/IP network.
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Appendix D: Finding the MAC Address and IP Address
for Your Ethernet Adapter

This section describes how to find the MAC address for your computer’s Ethernet adapter so you
can use the MAC address change feature of the BF-440/480. You can also find the IP address of
your computer’s Ethernet adapter. This IP address is used for the BF-440/480’s configuration.
Follow the steps in this appendix to find the adapter’'s MAC or IP address in Windows 98, Me,
2000, or XP.

1. Click Start and Run. In the Open field, enter cmd. Press the Enter key or click the OK button.
2. At the command prompt, enter ipconfig /all. Then press the Enter key.

3. Write down the Physical Address as shown on your computer screen (Figure D-1); it is the
MAC address for your Ethernet adapter. This appears as a series of numbers and letters.

The MAC address/Physical Address is what you will use for MAC address changing.

The example in Figure D-1 shows the Ethernet adapter’s IP address as 192.168.168.100. Your
computer may show something different.

C:“Documents and Settings“Chang>
C:“\Documents and Settings“ChangX
C:“Documents and Settings“ChangX
C:~Documents and Settings“ChangXipconfig ~all

Windows IP Configuration

Host Mame
Primary Dns Suffix
Node Type
IP Routing Enabled
UINS Proxy Enabled

Ethernet adapter

Connection—specific DHS Suffix . :

Description : National Semiconductor DP83815-Based
PCI Fast Ethernet Adapter

Physical Address. . . . . . . . . : BB-BD-9D-85-BC-Eb

Dhcp Enabled
IP Address. . . . . . . . . . . . : 192.168.168.188

Subnet Mask = 255.255.255.8
Default Gateway H

Figure E-1 MAC Address/Physical Address
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